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III. DETAILED ACTION 

1. Claims 2-18, 20, 22-25 and 27-35 are presented for 
examination. 

2. Applicant's arguments submitted on 1-27-2004 with respect to 
claims 2-18, 20, 22-25 and 27-35 have been reconsidered but are 
not deemed persuasive for the reasons set forth below. 

Response to Applicant 1 Remarks 

3. Examiner has completed a through study of Applicant's 
amendment of January 27, 2007. 

4. Especially, Applicant's amendments to claims 2-18, 20, 22- 
2 5 and 2 7-35 and remarks at pages 10-12 of the Amendment of 1- 
27-2004 has been carefully studied and reviewed. 

5. Applicant's amendments to claims 2-14, 16-18, 20, 22-25 and 
2 7-35 further direct the claimed invention into a method for 
detecting telecommunication fraud performed in a data processing 
system having a data warehouse and an OLAP server. 

6. Examiner has carefully and thoroughly studied and reviewed 
Applicant's amendment of 1-27-2004. Examiner asserts that 
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Tuzhilin in combination with Han teaches Applicant's claimed 
invention of a method for detecting telecommunication fraud 
performed in a data processing system having a data warehouse 
and an OLAP server. 

In addition, the specially discussed feature of the claimed 
invention ("generating a volume-based calling pattern cube for 
each individual customer based on the multi customer calling 
profile cube") is very clearly discussed in (Tuzhilin Col. 3, 
lines 40-41 and Fig. 1-3) . 

7. Applicant is inaccurate for the reasons explicitly stated 
in the first Office Action. Examiner asserts that Tuzhilin in 
combination with Han teaches Applicant's claimed invention of a 
method for detecting telecommunication fraud performed in a data 
processing system having a data warehouse and an OLAP server. 



8. These reasons have been explicitly stated in the first 
Office Action. Please see the next section. 




/ 
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Claim Rejections - 35 USC §103 



9. The following is a quotation of 35 U.S.C. 103(a) which 
forms the basis for all obviousness rejections set forth in this 
Office action: 

A. patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if 
the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having 
ordinary skill in the art to which the subject matter pertains. 
Patentability shall not be negatived by the manner in which the 
invention was made. 

10. Claims 4-5, 14, 16-18, 20, 22-25, 27-28 and 31-35 are 
rejected under 35 U.S.C. 103(a) as being unpatentable over 
Tuzhilin (U.S. Patent No. 6,236,978 Bl) in view of Jiawei Han , 
("Towards On-Line Analytical Mining in Large Databases," ACM 
SIGMOD Record, 27:1, pp. 97-107, 1998 and Han hereinafter). 

As to Claims 27, 14, 2 8 and 31, Tuzhilin teaches a method 
for detecting telecommunication fraud (i.e. fraud detection 
systems Tuzhilin Col. 14, lines 30-32) performed in a data 
processing system having a data warehouse and an OLAP server, 
the method compr i s ing : 

retrieving a plurality records from data warehouse (i.e. 
user transaction collection and recording unit) ( Tuzhilin Fig. 
6a) ; 
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generating a calling profile cube (i.e. m-dimensional space 
Tuzhilin Col. 7, lines 60-67) based on the call records; wherein 
the calling profile cube includes information on multiple 
customers ( Tuzhilin Col. 3, lines 40-41, and Col. 5, line 4-20 
and Fig. 1-3) ; 

generating a volume-based calling pattern cube for each 
individual customer based on the multi customer calling profile 
cube (Tuzhilin Col. 3, lines 40-41 and Fig. 1-3); 

comparing the volume-based calling pattern cube for each 
customer to a predetermined fraudulent volume-based calling 
pattern (Tuzhilin Col. 11, line 65) and (Tuzhilin Col. 3, lines 
40-41 and Fig. 1-3); and 

when the volume-based calling pattern cube is in a first 
predetermined relationship with predetermined fraudulent volume- 
based calling pattern, performing a first action (Tuzhilin Col. 
12, lines 1-3) and (Tuzhilin Col. 11, lines 65) and (Tuzhilin 
Col. 3, lines 40-41 and Fig. 1-3). 

Tuzhilin does not explicitly teach OLAP. 

Han teaches OLAP ( Han Fig. 1 and page 3, section 2.2-2.3 
and page 4, section 2.4, page 5 section 2.5, page 6 section 
2.6). 
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Therefore, it would have been obvious to a person having 
ordinary skill in the art at the time the invention was made to 
have modified Tuzhilin to include: OLAP. 

It would have been obvious to a person having ordinary 
skill in the art at the time the invention was made to have 
modified Han by the teaching of Tuzhilin to include: OLAP with 
the motivation to greatly enhance the power and flexibility of 
exploratory data mining as taught by Han (See page 2, paragraph 
3) . 

As to claim 4, Tuzhilin as modified teaches a method for 
analyzing the calling pattern cube (i.e. data cube) by utilizing 
at least one performing OLAP operation (See Han page 3, section 
2.3) . 

As to claim 5, Tuzhilin as modified teaches a method for 
OLAP operations is one of a roll -up operation, a drill -down 
operation, a dice operation, a slice operation (See Han page 3, 
section 2.3) and an ad-hoc query (i.e. be able to browse 
conveniently, See Han page 3, section 2.2). 



As to claim 16, Tuzhilin as modified teaches a data 
processing system comprising: 
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an analysis tool for use by a data analyst to perform one 
of comparing the calling pattern cube to known fraudulent 
calling pattern cube ( Tuzhilin Col. 13 lines 51-52, Col. 14 
lines 28-32) and extracting information from the calling pattern 
cube based on selected dimensions, levels, and ad-hoc queries 
provided by the data analyst ( Han page 4, section 2.4, page 5 
section 2.5, page 6 section 2.6) and (page 3, section 2.2). 

As to claim 17, Tuzhilin as modified teaches a data 
processing system comprising: 

a visualization tools for use by a data analyst to display 
the calling pattern cube in different formats, levels and 
dimensions (See Han page 3, section 2.2, 6 th paragraph) . 

As to claims 18, 23 and 32-33, Tuzhilin as modified teaches 
a data processing system comprising: 

a data staging tool for transferring data between the 
profile cube stored in the OLAP server and profile table in the 
data warehouse at predetermined time intervals (See Han Fig 1) . 



As to claim 20, Tuzhilin as modified teaches a method 
comprising : 
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utilizing an OLAP server to create a calling profile cube 
(See Tuzhilin Col. 7, lines 35-67), updated calling profile 
cubes (See Tuzhilin Fig. 2, and Col. 7, lines 35-67), derive 
calling pattern cubes from the calling profile cube, analyzing 
calling pattern cubes, and comparing calling pattern cubes (See 
Tuzhilin Fig. 4 and col. 11, lines 43-52); 

wherein OLAP programming supported by the OLAP server 
provides a scalable computation engine for generating and 
processing the calling pattern cubes ( Han Fig. 1 and page 3, 
section 2.2-2.3) . 

As to claim 22, Tuzhilin as modified teaches a method 
wherein the calling profile cube is a multi -dimensional and 
multi-level cube and wherein the volume-based claaing pattern 
cubes are multi -dimensional and multi-level cubes (See Han page 
3 , section 2.3). 

As to claims 24 and 34, Tuzhilin as modified teaches a 
method wherein the calling profile cube (i.e. data cube) 
includes a probability distribution value based on one of the 
probability distribution on calls to each callee and the 
probability distribution (i.e. probability distribution) on all 
calls (See Han page 5, 2 nd column, 2 nd paragraph) . 
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As to claims 25 and 35, Tuzhilin as modified teaches a 
method wherein the dimension include a 

day-of-week hierarchy, a time hierarchy, and duration 
hierarchy (i.e. day_of__week) (See Tuzhilin Col. 6, lines 13-15); 
profile data cube represents a plurality of customers (i.e. cust 
m-dimensional space, See Tuzhilin Col. 7, lines 60-62), and the 
pattern cube represents an individual customer (See Tuzhilin 
Fig. 3 , item 60) . 
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Allowable subject Matter 



11. Claims 2-3, 6-13, 15 and 29-30 are objected to as being 
dependent upon a rejected base claim, but would be allowable if 
rewritten in independent form including all of the limitations 
of the base claim and any intervening claims. 

12. The following is a statement of reasons for the indication 
of allowable subject matter: 

The prior art of record ( Tuzhilin (U.S. Patent No. 
6,236,978 Bl) and Jiawei Han , ("Towards On-Line Analytical 
Mining in Large Databases," ACM SIGMOD Record, 27:1, pp. 97-107, 
1998) does not disclose, teach or suggest the claimed 
limitations of ( in combination with all other features in the 
claims ) : 

retrieving records from the call table and based thereon 
generating a snapshot cube representing the records from the 
call table, the snapshot cube having predetermined dimensions; 
retrieving records from the profile table and based thereon 
generating a profile cube representing the records from the 
profile table, the profile cube having predetermined dimensions 
that are the same as the dimensions of the snapshot cube; 
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merging the snapshot cube and the profile cube to generate an 
updated profile cube and deriving a volume-based calling pattern 
based on the updated profile cube, as claimed in claim 2. 

The prior art of record ( Tuzhilin (U.S. Patent No. 
6,236,978 Bl) and Jiawei Han , ("Towards On-Line Analytical 
Mining in Large Databases, " ACM SIGMOD Record, 27:1, pp. 97-107, 
1998) does not disclose, teach or suggest the claimed 
limitations of ( in combination with all other features in the 
claims ) : 

flagging a particular caller with the probability based 
calling pattern being analyzed as suspicious; 

automatically generating an alert that specifies callers 
with suspicious probability-based calling pattern; 

performing further investigation on callers with suspicious 
probability-based calling pattern; 

cancellation of telephone services for callers with 
suspicious probability-based calling pattern; and 

performing other appropriate remedial actions, as claimed 
in claims 3 and 29. 



The prior art of record ( Tuzhilin (U.S. Patent No. 
6,236,978 Bl) and Jiawei Han , ("Towards On-Line Analytical 
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Mining in Large Databases, " ACM SIGMOD Record, 27:1, pp. 97-107, 
1998) does not disclose, teach or suggest the claimed 
limitations of ( in combination with all other features in the 
claims ) : 

detecting telecommunication fraud by comparing known 
fraudulent profiles to caller pattern cubes; the profile engine 
further generating a profile cube from information selected from 
the profile table, generating a snapshot cube, updating the 
profile cube by merging the profile cube and the snapshot cube 
to generate art updated profile cube, and deriving a calling 
pattern cube based on the updated profile cube; wherein the 
profile engine is a scalable computation engine that is 
implemented by OLAP programming supported by the OLAP server, as 
claimed in claim 15. 

Claims 6-13 are objected to as being dependent from the 
objected to dependent claim 2. 

Claims 3 0 are objected to as being dependent from the 
objected to dependent claim 29. 
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Conclusion 



13. THIS ACTION IS MADE FINAL , Applicant is reminded of the 
extension of time policy as set forth in 37 CFR 1.136(a). 
A shortened statutory- period for reply to this final action is 
set to expire THREE MONTHS from the mailing date of this action. 
In the event a first reply is filed within TWO MONTHS of the 
mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened 
statutory period, then the shortened statutory period will 
expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136 (a) will be calculated 
from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply-expire later than 
SIX MONTHS from the mailing date of this final action. 
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Points of contact 

14. Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Yicun Wu 
whose telephone number is 703-305-4889. The examiner can 
normally be reached on 8:00 am to 4:30 pm, Monday -Friday. 
If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, Dov Popovici can be reached on 7 03- 
305-3830. The fax phone numbers for the organization where this 
application or proceeding is assigned are 703-872-9306 for 
regular communications and 703-746-7240 for After Final 
communications . 

Any inquiry of a general nature or relating to the status 
of this application or proceeding should be directed to the 
receptionist whose telephone number is 703-305-3900. 

Yicun Wu 
Patent Examiner 
Technology Center 2100 

March 30, 2004 



